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1. Purpose 

Conneqtech takes the security of its systems seriously and welcomes responsible reports of potential security 

vulnerabilities. This policy explains how researchers and other third parties can report a suspected vulnerability safely 

and in good faith. 

2. Scope 
This policy applies to systems, services and applications owned or operated by Conneqtech B.V., including Conneqtech 

software platforms, APIs and supporting cloud environments. 

3. Policy and reporting procedure 
When investigating or demonstrating a vulnerability, please follow these rules: 

 Do not exploit a vulnerability beyond what is necessary to demonstrate that it exists. 

 Do not access, modify, delete or intentionally expose customer, employee or company data. 

 If you encounter personal, customer or confidential data, stop testing immediately and do not retain, copy or share 

that data. 

 Do not use techniques that may disrupt services, including denial-of-service attacks, social engineering, physical 

attacks, spam or high-volume automated scanning. 

 Do not attempt to compromise customer environments or third-party systems connected to Conneqtech. 

 Do not publicly disclose the vulnerability before Conneqtech has had a reasonable opportunity to investigate and 

remediate it. 

 Please include enough information for us to understand and reproduce the issue, such as: 

 the affected system, service, endpoint or application; 

 a clear description of the vulnerability and its potential impact; 

 the steps required to reproduce the issue; and 

 relevant evidence, such as request/response examples or screenshots, while avoiding unnecessary sensitive data. 

 

4. Roles and responsibilities 
The Conneqtech Security Officer coordinates incoming vulnerability reports. Engineering and Operations support 

technical assessment, remediation and validation as required. Reporters are responsible for acting in accordance with 

this policy and for protecting any information encountered during testing. 

5. Operational implementation 
What you can expect from Conneqtech: 

 We will acknowledge receipt of your report within a reasonable timeframe. 

 We will investigate the reported issue and take appropriate action where necessary. 

 We will treat your report and contact details confidentially, subject to legal or regulatory requirements. 

 We will not pursue legal action against researchers who act in good faith and comply with this policy. 

 We will keep you informed of material progress and, where relevant, coordinate the timing of public disclosure with 

you. 
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6. Monitoring and review 
Conneqtech reviews this policy periodically and after material changes to its services or vulnerability-management 

process. Reported vulnerabilities are tracked internally through assessment, remediation and closure. 

 

7. Evidence required for audit 
Conneqtech maintains the published version of this policy, received vulnerability reports, acknowledgements, 

investigation records and remediation evidence as part of its ISMS records. 

 


